SYSTEM ADMINISTRATION

ECS Release 6 Training
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System Administration Topics

o Secure Shell (ssh)

e System Startup and Shutdown

o System Software Server Failover/Dependencies
e Whazzup???

e The ECS Assistant

« Tivoli Management Environment

e Tape Operations: Labeling and Indexing

o System Backup and Restore (full, incremental)
e System Logs

e User Administration

e Contractor Off-the-Shelf Software (COTS)

e Security
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Secure Shell (ssh)

 Improves Network Security
 Passwords not sent in the clear
e Encrypts entire session

e sshsetup
e Local Host Setup

e sshremote
* Remote Host Setup

* sshchpass
 Change Password
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System Startup

Warm Startup

- SOME SUBSYSTEMS MAY BE
RUNNING -- OTHER MAY BE
OFF

— Operator intervention

%
Y

— External malfunction

Cold Startup

N
e« NO SUBSYSTEMS RUNNING (E 5
— Power failure

— Following system
maintenance

— Power switch OFF?
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Cold Startup Procedure

 Determine existence of following systems:

— DNS Master -- Other License Servers
— NIS Master -- Mail Hub Servers

— Automount Server -- MSS

— DCE License Server -- CIDM Subsystem

— ClearCase Server -- Sybase SQL Servers
— CSS -- DSS

 Turn on power for each one IN ORDER!

« HP OpenView icons turn GREEN when each is
properly booted.
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Cold Startup Boot Order

g = goddard
e =edc

| = larc

n = nsidc

MSS

X0css02
DNS Master Server
NIS Master
DCE Time Server
CSS Server
X0mssO0x
Clearcase Server
x0ins01
Interface Server
X0mshxx
. Tivoli, HP OpenView Servers
X0acs0x
DSS Server
x0icgO0x
Ingest
X0plsOx
PDPS
Other Servers
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Warm Startup Procedure

¥

€ <

Determine which server is down.

Determine order in which servers are to
be booted.

Determine position in hierarchy.

Shutdown all servers above the affected
server in hierarchy.

Restart servers in order.
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Normal Shutdown

e Turn off power to FULL system

e Turn off power to a component subsystem
 Scheduled by Resource Manager
 Approved by DAAC Manager

 Minimal disruption to system users

 NO loss of data
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Normal Shutdown Procedure

SA sends broadcast
messages to users
announcing the
Impending shutdown

jobs finish
OR long-running
jobs are killed by

SHUT DOWN
SUBSYSTEMS
IN ORDER
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Normal Shutdown Order

All others in any order
X0plsOx
PDPS
x0icgOx
Ingest
X0acs0x
DSS
X0mshxx
MSS: Tivoli, HP OpenView Servers
X0ins0x
Interface Servers
X0mssO0x
Clearcase Server
X0cssO0x
DNS Master Server
DCS Server
NIS Master Server
CSS Server
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Emergency Shutdown

e |Indications
— System or Subsystem is locked up
— Unable to access or maneuver through the system
— Impending or actual power failure
— Hardware or Software failure

e Verify need to shutdown
— Resolve subsystem and user problems first
— Shutdown is a last resort

e Minimize loss of data
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Emergency Shutdown (cont.)

*Type sync and press to
flush buffers - SUN/SGI

machines

Return]

 Repeat the first step

 Type halt on the main
server - HP machines

 Shutdown Subsystems
IN ORDER
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Extreme Emergency Shutdown
SUN SYSTEMS ONLY

= Simultaneously t©
Immediately kill
the system. _ AN\



System Software Server
Failover/Dependencies

Checkpointed
Servers

STMGT| | DDIST

SBSRV || SDSRV

PLANG, PRONG

Configuration Items with Fault Recovery

PLANG, PRONG

INGST

SBSRV

STMGT

DDIST

SDSRV
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System Status and Health

e Whazzup????
e ECS Assistant

e Tivoli
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Whazzup???
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Whazzup???
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ECS Assistant Monitor

Mode: TS3 Hosthame: £1p] s01
Subsystem: User ld: cmshared
Component:

Thu Moy 9§ 15:03:53 EST 2000 |

Ewxit | Update Moy | cosping all servers.. | W Auto Update
SERVER STATUS  PID USERID  START TIME [&
EclipPrleletion TIalN
EclpPrJobMomt T0WN
EcP10dHgr P 23493 cmshared 2000/11/08 17:38:51
EcP15ubhgr Lp 18500 cmshared 2000/11/07 19:36:44
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ECS Assistant Monitor e
Ping All Servers
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Tivoll Management Environment

TME 10
User
Admi ristraticn

Monitoring

Version 36
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* TME Desktop for Administrator cmshared [cmshared@t1msh01 . vatc.ecs nas... =]

Desktop Edit VYiew Create

Help

=

Motices cmzhared EventServer

timshil-region

i

Find Mext| Find Al1] |

—Operation Status:

[ T

Tivoli
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> Edit Monitor

Profile: EcMsAgSubRAgent

Monitcr: Daemon status

ﬁl il Daemon | FchsfigSubbigent Daemuns”.l

Rezponze level: critical — | trigger when:  Becomes unavailable — |
- Change Icon Task&”l

- Send Tivoli Motice Sty = | - Popup

- Send E-mail to I:

- Log to file:

A pr |

- Run program: |

F S ol

7 Send Emterprize Conzole ewvent Critical — | Server: | EventServer Ser‘uer‘s,,,l
Set Meszage StglesH,I Set Dlizstribution ﬂctionsH,I Set. Monitoring Schedule”.l

‘ Change & Elosel Cancel | Help,.,l
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Performance Monitor Profile
Manager
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A HNmsh0l

Managed Mode Edit Yiew

Monitor Profiles

num_prncs@timshﬂl

‘Eiizz

cpu_uzedidzlmshil

0

nost_full_disk@tlmshol

‘Eiiiii

3&5p_3pacé@£1m$hﬂl

Find Next| Find ALl |;
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Tivoli Enterprise Console
Event Groups

~_ TME 10 Enterprize Conzole

Event Groups Options Help
Event
Groups

3 : ; AT : i =
%% | ‘ i“‘: ] ‘ i“‘: ﬂ%|
T}
Sysztem WARMIMG Security WARMIMNG Performance WARNING Metwork lce
Cots Custom ALl HARMING
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Networker Administrator
Main Screen
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Tape Labeling Procedure

Run nwadmin

Select
jukebox labeling
and complete the
dialog form.

Load tapes in
cartridge.

LABELED
TAPES!
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Tape Labeling

 Creates a uniqgue name for each tape
 |dentifies tape to Networker
o Stores list of labels in memory (index)

gsfcnasa.001
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Jukebox Labeling Window
(after clicking LABEL button)

= mwadmin #g

File Cliends  Server Medio  Saee Set Custoembe  Options

RIRIEIEIRIE

Server eWarker 4.2 5 Turba/Gi

Jukebox Labeling

Server: g gaich.ecs.nasagoy
Device: |
Starting with:
First shot:

Last slot:

Pool: - Dl 5 Brehive Clone

“* Defadt Clone * PL Arnchive

% AIChiYe “* P2 archive Clone

kanual resycle

Pemding:
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Tape Indexing

 Networker’s way of identifying
each tape’s location in the
Jukebox

 Reads each tape’s label and
matches it to the jukebox slot

e Can be time consuming (2-3
minutes per tape)

 Must be performed after tapes are
added, removed, or changed
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Tape Indexing
After Initial Inventory

» Cleaning Tape

» GSFCDAAC.001
» GSFCDAAC.002

» GSFCDAAC.006

» GSFCDAAC.010
» GSFCDAAC.352

> GSFCDAAC.003

> EROSDAAC.001
> EROSDAAC.523

> empty

> empty
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Tape Indexing
Tapes Changed But Not Re-Inventoried

Tape Cartridge
........................................................... ) Clean|ng Tape
SLOT 1 = CLEANING TAPE N — > GSFCDAACOOl
SLOT 2 = GSFCDAAC.001 </ » GSFCDAAC.002
SLOT 3 = GSFCDAAC.002 ~ :
SLOT 4 = GSFCDAAC.006 ¢ > GSFCDAAC.006
SLOT 5 _ GSFCDAACOlO ..................................................................... ) GSFCDAACOlO
SLOT 6 = GSFCDAAC.352<s -~ __ ]
SLOT 7 = GSECDAAC.003 N > EROSDAAC. 7T
SLOT 8 — EROSDAAC_OO:L ............................................................... ) GSFCDAAC003
- e —
SLOT 9 = EROSDAACS23 <3 e > EROSDAAC.001
......................................... > EROSDAAC.523
""""""""""""""""""""" "> GSFCDAAC.999
1 EROSDAAC.888
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Jukebox Mounting€
Window

Server: gOmss07.gsfch.ecs.nasagov
Device: /dew/rmt/Ombn

VYolume: -«

Slot Volume Pool

.
' = Defaul t full
' : Tl
Full
full
full
full
full
ful
il
Full
T
full
ful

1
4
C

[§
L
!

_r_'-. L B N S il L
A R
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Jukebox Inventory€
Window

Fibe Chends  Server Bedla Saee Set Cuslombe  Opbion

Server: gimssi?.gsich.ecs.nasa.gov

Device: /dewrmt/Ombn
First Slot:

Last Slot:

Pemding:
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Tape Indexing
After Re-Inventory

» Cleaning Tape

» GSFCDAAC.001
» GSFCDAAC.002

» GSFCDAAC.006

» GSFCDAAC.010

> EROSDAAC.777
> GSFCDAAC.003

> EROSDAAC.001
->» EROSDAAC.523

> GSFCDAAC.999

SN
EROSDAAC.888

44
625-CD-604-001



Jukebox Mounting Window<€
(after clicking MOUNT button)

| nwadmin Sglmasli7 gsfohscs. maasagey

Fileg Clicds 3Server Media Sawe St Cusiemize |I'||'||‘||'|r'|'

Server: gomssivTgsic
ewvice: fdeptrmbOmean

Volume: -~cpscy

Slet  Volume

Pemding:
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Backup Levels Overview

More incremental

More cumulative€

Full Backup

Level 8

Full Backup

Level 1

Level

2

Level 3

Level 4

Level

5

Level 6

Level

7

Level 8
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Networker Administrator’s Window

il
File Cliends Server  Medio T
Server; gimes07.gyich B0s Narsn Qo
Up since: Wed Cck 28 10:13:25 18¢
Backups: 1568 s&ssiors, 284 GH L
Aecovers: 6 sessions, 7.1 WE ol

nwadmin
' Set
il

i :
Cusbembe Options Hitlip

‘ ~, ! ole | =
Metwaker 428 TurbarsL

Mt EagpEs

Pemding:

47
625-CD-604-001



Networker Backup Scheduler

Schedules:
Full
Full
Quart
st Friday of Month

= L

Period: __ yweek #* honth
Previgus honth Current konth [ext bionth

Movember 1998 December 1998
Tu W Th F Tu W Th F s

3 Gl 0 N E

mmmmm

i (294 (30fi |31fi
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Networker Backup Scheduler€
Overrides Menus

quarteriy
Fulll o 18t Friday of Month |°

_l:'re-mg E-zl-:le
Mame: |nafa.0t |

Perdod: . wesk * Manth
[Pravious Mo [Fiea Moreh
Hovember 1988 December 1998
5 M Tu W Th F 5 5 M Tu W Th F 3

[ Ten Tan T [oi o [0 CNENENCHEN

N CAENCECE TN
v v T T 14 [15A e 17 10 i
o [ o |t | g O [ 22 [ o A
o fen | ano = ean fzan oon [min
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Networker Backup Window

x| nwhackup

File Tree Wiew Change Mark Options

Hy® 28

Server: QUIMES J.ECs.nasa.gav Client: gomess0y gsichecs.nasagay

Selection:  jcrrace,

" mm|gcal
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Networker Recover Window

i

File Tree View Chamge Mark Oplicns Helg
v @] 2]

SErver. glms cerh A s N S R DA

Selecmion:

CERer
Browse Tame: f«on |
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Networker Recover Window€
with Files Selected
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--Tl'J:!i‘_: -l-t: N
Movember 1208

SLan H st Tk WWed Thu Fr Sl

[

- |y
b
]

- i
=ie
=

Browse Time:

" E EEEEE &R
IR EEREDN
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Networker Conflict Resolution€
Window

Conflict Resolution

Do you want to be prompted when conflict occurs? & Yes 7 Mo
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Tapes Required for€
Full System Restore

Level 3

Level O (full system backup)

June 1
June 6
June 7
June 8
June 9
June 10
June 11
June 13
June 14
June 15
June 16
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Networker Administrator€
Main Screen

I""I"':"F"I—I"TT'
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Filg Clicrds Server Medla Saee Set Custembe  Opblons

Pemding:
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& W T = T w W

¥ 5

E
E
E
E
H
KE
._E
K E
E
E
|
E
E
I
E
E
F
F.E
.-l.
KE
KE
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cont’d

Networker Save Set Screen

59
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Networker Lab

setenv DISPLAY (IP address)
setenv ECS _HOME /usr/ecs

nwadmin, nwbackup, nwrecover
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Tivoll Management Enterprise€
Desktop for Administrators

_|THE Desktop for Adwninisktrator dkellfey |.|.

Desktop Edit Miew Create Help
N -- I
=3

Rdministrators Notices dkelley

Eventderver Admin ES5M

I

I o

I e I
GSFL 5limer-reqion | Scheduler

Find Next | Find A1 |}

==

—Operat ion Status:

[ ]

TiVO’i Making Client/Server Mork TjVOﬁ

Making Cliert/Zarwar Mork Making Client/Zarver Bor 62
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Host Mame Imedusa_hitc_com

Events
# Time Stamp Category Tyvpe SubTvpe Priority
7 022696 12:14: 22 Performance Foll 1 Medium Low
B 02696 12:14: 322 Performance Foll 1 Medium Low
a 0326596 12:14:32 Pertormance Poll 1 Medium Low
10 O3I/26/96 12:14: 32 Pertormance Pol’l 1 Medium Low

0326796 12:14: Performance 1 L

12 03/726/796 12:14:32 Perftormance Foll 1 Medium Low
13 03/26/796 12:14:32 Perftormance Foll 1 Medium Low
14 03Z/26/96 12:14:32 Perftormance Foll 1 Medium Low
15 032696 12:14: 332 Perftormance Foll 1 Medium Low
16 03I/26/96 12:14: 332 Perftormance Foll 1 Medium Low
17 03/26/96 12:14: 33 Perftormance Aapplication Specific 1 High
18 03/726/96 12:14: 33 Performance application Specific <3 Medium Low
19 03/26/96 12:14: 33 Security Access Violation 2 High
20 03265796 12:14: 33 Topology Installed 2 High
21 O03/26/96 12:14:33 Topology Installed 3 Medium Low
22 O3IF26596 12:14: 33 Security Access Violation ) Medium
23 O3IF26596 12:14:33 Topology Installed 2 Medium
24 0326596 12:14:33 Topology Installed o] Medium Low
25 0372696 12:14:33 Security Aaccess Violation <} Medium Low
26 03226796 12:14: 33 Security Access Violation =3 Medium
27 03/526/796 12:14: 33 Performance application Specific 1 High
28 0326796 12:14: 33 Pertormance Application Specific o Lo
29 NIFf2665968 121433 Performances Aannldication Snecific 1 Hbiah

= =

Find| |i

|30 Events

Selection

Start_Time:

03/26 /96

12: 14: 32

Stop_Time:

0326796 12:14: 33

F11 032696 12:14: 32 FPerftormance Foll 1 Medium Low DESKT
oK Custom Custom
Select Sort

63
625-CD-604-001



New User Approval

i Vo s ol el

If the form is
complete, I'll
approve it and
send it on to the

| complete the
S User Registration
Form and send it
to my Supervisor.
R

R. E. Quester

Looks okay to me!
I'll send it to the
System Administrator.

ﬁ 625-CD-604-001
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letc/passwd File

mresnick:$sy732az)[xyzz:510:1:Michael Resnick {x4076}:/home/mresnick:/bin/csh
Jsmith:hY%dd98dwWrxPnm:511:1:Janet Smith {x0821%}:/home/jsmith:/bin/csh
rknickerb::512:1:Robert Knickerbocker {x4111%}:/home/rknickerb:/bin/csh

Empty field
(no password)
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[etc/group File

root::0:root
other::1l:root,hpdb
bin::2:root,bin
Sys::3:root,uucp

adm: z4:root,adm
daemon: :5:root,daemon
mail::6:root
Ip::-7:root, Ip
users::20:root
nogroup:-*:-2:
eb:*:10:
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[etc/auto.home File

dwashing acmnlsgi:/vol0/users/dwashing
Jmangum acmnlsgi:/vol0/users/jmangum
mlynch acmnlsgi:/vol0/users/mlynch
ddavis acmnlsgi:/vol0/users/ddavis
rcampbel acmnlsgi:/vol0/users/rcampbel
spete acmnlsgi:/vol0/users/spete
kkleis acmnlsgi:/vol0/users/kkleis

echeung acmnlsgi:/vol0/users/echeung
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mresnick
mresnick
mresnick
jjones

mresnick

drwxr-xr-x
-rw-rw-rw-
Irw-r--r--
—-rWXr--rw-

training 8192 Jun 14 08:34 archive
training 4096 Jul 03 12:42 daacdata
training 251 Jan 02 1996 garbage
admin 15237 Apr 30 20:07  junk
training A trash
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Access Permissions

directory

d=

symbolic link

regular file

|

OWNER GROUP

permissions permissions
dir w X|[t w X
llir w -|lr w -
—-1r w X

F W -

4 r=read

OTHER
| _permissions

r w X
r w -

Look/copy/print

2 w=write Change/save/delete
1 x=execute Runcommands/
use directoly
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User Account Configuration€
Change Request Form

USER ACCOUNT CONFIGURATION CHANGE REQUEST FORM

Name of Requester:
Reason for request:

CURRENT INFORMATION CHANGE TO:

User ID:

Office Address:

Office Phone:

Home Phone:

E-Mail Address:

UNIX Group ID:

DCE Group ID:

Login Shell:

Date of Request: / / Required by: / /

Approval: Date:
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Commercial Off The Shelf -
COTS Products

The ECS Project software consists of various architectures in addition to -
customized code, science software and COTS products

The project maintenance philosophy for software is to provide ECS
centralized support for developed items and vendor-directed support for
COTS software.

Log files are to be maintained for documenting all COTS installations and
modifications.

Because each DAAC site is unique, COTS patches may be provided by the
vendor to resovile a DAAC specific problem

CCB approval is required before COTS software upgrades can be loaded on
any platform. DAAC CCB must be informed via CCR
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npassword, Crack, SATAN
for password protection,

local and network access

Tripwire
for flagging unauthorized
file changes

TCP Wrappers
for network access control
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